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Leak-free external process execution for the BEAM.
Forcola runs OS processes through a small Rust shim that puts each child in
its own process group and kills the whole group, SIGTERM then SIGKILL, when
the run times out or the BEAM dies. Children and grandchildren die with the
command.
Named for the forcola, the carved oarlock of a Venetian gondola.
Installation
Add forcola to your dependencies:
def deps do
  [
    {:forcola, "~> 0.3"}
  ]
end
Requires Elixir 1.18+ and OTP 27+. No Rust toolchain is needed on the five
precompiled targets (macOS arm64 and x86-64, Linux x86-64 and arm64 glibc,
x86-64 musl): the shim binary is downloaded from the matching GitHub Release
and verified against a SHA256 checksum at compile time. On other targets, or
to opt out of the download, set FORCOLA_BUILD=1 to build from source with
cargo. See the getting started guide.
The problem
The common Elixir timeout pattern leaks processes:
task = Task.async(fn -> System.cmd(binary, args) end)

case Task.yield(task, timeout) || Task.shutdown(task) do
  {:ok, result} -> result
  nil -> {:error, :timeout}
end
Task.shutdown kills the BEAM task, which closes the Erlang port. Closing a
port closes pipes; it sends no signal. The external process keeps running
until it next writes to a closed pipe, and any children it spawned are never
signaled at all. The caller gets {:error, :timeout} while the command keeps
running.
The design
A port program, not a NIF: the shim is a separate OS process, so a bug in it
cannot crash the BEAM, and BEAM death reaches it as stdin EOF.
BEAM <--stdin/stdout pipes--> forcola_shim <--forks--> child (own process group)
                                   |                      |- grandchild
                                   |                      |- grandchild
                                   |
                     on timeout or stdin EOF:
                     kill(-pgid, SIGTERM), then SIGKILL
	The shim calls setsid before exec, so the child leads a new process
group. Kill means the whole group: the CLI and everything it forked.
	Timeout is mandatory on bounded runs. On expiry the caller receives
{:error, {:timeout, partial_result}} with output captured so far, and
the group is confirmed dead before the call returns.
	If the BEAM dies, even by kill -9, the shim sees stdin EOF and kills the
group before exiting.
	Shim binaries ship precompiled per target via GitHub Releases with SHA256
verification. Consumers need no Rust, C, or C++ toolchain.

Execution modes
	Mode	API	Use
	Bounded run	Forcola.run/2	One-shot command with mandatory timeout
	Line stream	Forcola.Stream.lines/2	Line output consumed as an Enumerable
	Daemon	Forcola.Daemon	Long-running server under a supervision tree
	Duplex	Forcola.Duplex	Bidirectional stdin/stdout session

The getting started guide has a runnable example,
options, and return/message shapes for each mode.
Process groups and cleanup
The group kill covers the child and everything it keeps in its process group:
ordinary grandchildren die with the command. Deliberate daemonizers (double-fork
plus setsid) leave the group; on Linux the opt-in cgroup: true layer
contains them. Daemon control channels like docker and work handed to system
schedulers stay out of reach of any process-based mechanism. The process groups
guide covers the kill sequence, the cgroup containment
layer, the death-confirmed-before-return guarantee and its exception, and the
full "What group kill cannot reach" audit.
Adopting in a wrapper library
Forcola slots into existing CLI wrapper libraries without becoming a mandatory
dependency: the wrapper defines a small runner behaviour, keeps its
System.cmd/3 path as the default, and accepts a Forcola-backed one via
config, with Forcola as an optional dep. The adoption
guide covers the pattern, a worked example against
a real wrapper, the mode mapping, and migration notes for erlexec-based
wrappers.
Prior art
	erlexec has process-group kill (opt-in
per command via kill_group) but compiles C++ on the consumer's machine.
	MuonTrap has the port-program
architecture, but full process-tree kill requires Linux cgroups; on macOS
only the direct child is signaled.
	Rambo proved a Rust shim works in a hex
package; its x86-64-only binary distribution is the cautionary tale the
release workflow here is designed around.

The alternatives guide compares these in detail.
License
MIT


  

    Getting started

Forcola runs OS processes through a small Rust shim that puts each child in
its own process group and kills the whole group, SIGTERM then SIGKILL, when
the run times out or the BEAM dies. This guide covers installation and the
four execution modes.
Installation
Add forcola to your dependencies:
def deps do
  [
    {:forcola, "~> 0.3"}
  ]
end
Requires Elixir 1.18+ and OTP 27+. No Rust toolchain is needed on the five
precompiled targets (macOS arm64 and x86-64, Linux x86-64 and arm64 glibc,
x86-64 musl): the shim binary is downloaded from the matching GitHub Release
and verified against a SHA256 checksum at compile time. On other targets, or
to opt out of the download, set FORCOLA_BUILD=1 to build the shim from
source with cargo.
A first run
Forcola.run/2 runs a command to completion under the shim. The argument is
[binary | args], and :timeout_ms is required.
{:ok, %Forcola.Result{status: 0, stdout: out}} =
  Forcola.run(["echo", "hello"], timeout_ms: 5_000)
Any exit status is {:ok, %Forcola.Result{}}; callers branch on :status. A
non-zero exit is a result, not an error:
{:ok, %Forcola.Result{status: 1}} =
  Forcola.run(["false"], timeout_ms: 5_000)
:status is the exit code for a normal exit, or {:signal, number} when the
process died from a signal (for example {:signal, 15} for SIGTERM). See
Forcola.Result.
Execution modes
Four shapes, matching what CLI wrapper libraries need:
	Mode	API	Use
	Bounded run	Forcola.run/2	One-shot command with mandatory timeout
	Line stream	Forcola.Stream.lines/2	Line output consumed as an Enumerable
	Daemon	Forcola.Daemon	Long-running server under a supervision tree
	Duplex	Forcola.Duplex	Bidirectional stdin/stdout session

Bounded run: Forcola.run/2
A one-shot command with a mandatory timeout.
case Forcola.run(["git", "clone", url, dir], timeout_ms: 60_000) do
  {:ok, %Forcola.Result{status: 0}} -> :ok
  {:ok, %Forcola.Result{status: code}} -> {:error, {:exit, code}}
  {:error, {:timeout, %Forcola.Result{stdout: partial}}} -> {:error, :timeout}
  {:error, {:spawn, reason}} -> {:error, {:spawn, reason}}
end
Options:
	:timeout_ms (required): on expiry the child's process group is killed
(SIGTERM, then SIGKILL after the kill grace) and
{:error, {:timeout, partial_result}} is returned with output captured so
far. The group is confirmed dead before the call returns, with one
exception described in the process groups guide.
	:kill_grace_ms: SIGTERM-to-SIGKILL grace in milliseconds, default
5_000.
	:cd: working directory.
	:env: list of {name, value} strings.
	:merge_stderr: route stderr into stdout, default false.
	:user: run the child as this user, a string username or an integer uid.
	:group: run the child with this group as its primary gid, a string group
name or an integer gid.
	:cgroup: opt in to Linux cgroup v2 containment, default false. See
"cgroup containment" below.

Return shapes:
	{:ok, %Forcola.Result{status: status, stdout: out, stderr: err}} for any
completed run. status is an exit code or {:signal, n}.
	{:error, {:timeout, %Forcola.Result{}}} on timeout, carrying output
captured so far.
	{:error, {:spawn, reason}} where reason is :shim_not_found, a string
reported by the shim, or {:shim_exited, %Forcola.Result{}}.

Running as a different user
:user and :group make the shim drop privileges before executing the child.
They work the same way in every mode (run/2, Forcola.Stream,
Forcola.Daemon, Forcola.Duplex).
Forcola.run(["id", "-un"], timeout_ms: 5_000, user: "nobody")
Forcola.run(["some-tool"], timeout_ms: 5_000, user: 1001, group: "builders")
The shim resolves the user/group in the parent process, then in the child
(after setsid, before exec) calls setgroups, setgid, and setuid in that
order. Key properties:
	POSIX-only. Windows is out of scope; a :user/:group on a platform without
these semantics fails with a clear error.
	One-way drop. The shim process must already run with enough privilege to drop
(root, or CAP_SETUID/CAP_SETGID on Linux). Requesting the user the shim
already runs as is a no-op and always succeeds.
	Fail-closed. If the user/group cannot be resolved, or the shim lacks the
privilege to drop, the child is never executed. The failure surfaces as the
mode's normal spawn error ({:error, {:spawn, reason}} for run/2,
{:forcola_exit, session, {:spawn_error, reason}} for Forcola.Duplex). The
command never runs as the shim's own user when a different user was requested.

cgroup containment
The process-group kill reaches every descendant that stays in the child's
process group, but a target that deliberately daemonizes (double-fork plus
setsid, or a --daemon flag) leaves the group and survives. On Linux,
cgroup: true adds a backstop: the child runs in a dedicated cgroup v2 cgroup,
so descendants it forks inherit the cgroup, and on kill the shim writes
cgroup.kill to SIGKILL the whole subtree at once. It is layered on top of the
process-group kill, never in place of it, and works the same in every mode.
Forcola.run(["some-daemonizing-tool"], timeout_ms: 5_000, cgroup: true)
Key properties:
	Linux only. On macOS and other platforms cgroup: true is a no-op that falls
back to the process-group kill.
	Requires cgroup delegation. The BEAM must run inside a delegatable unit: under
systemd, Delegate=yes on the service, or wrapping the run in
systemd-run --user --scope. Without a delegated, writable cgroup v2 subtree
the shim cannot create a child cgroup.
	Graceful fallback, never an error. On macOS, on non-cgroup-v2 systems, or when
the subtree is not delegated, it degrades to the process-group kill and logs a
warning; ordinary in-group grandchildren still die exactly as before. A
Logger.debug line is emitted when containment was actually active; this
line comes from run/2 and Forcola.Daemon (Forcola.Stream and
Forcola.Duplex report their exit through messages or a raise and do not
emit it).

See the process groups guide for
the mechanism.
Line stream: Forcola.Stream.lines/2
Stdout as a lazy stream of lines, for CLIs that emit NDJSON or line-oriented
progress. Lines arrive without their trailing newline.
Forcola.Stream.lines(["claude", "-p", prompt], timeout_ms: 300_000)
|> Stream.map(&:json.decode/1)
|> Enum.to_list()
Options: the same as Forcola.run/2. :timeout_ms is required and bounds the
whole run, not the gap between lines.
:idle_timeout_ms (optional) bounds the gap between output frames instead: if no
STDOUT or STDERR data arrives within the interval the producer is treated as
stalled, the group is killed, and Forcola.Stream.Error is raised with
idle_timed_out: true. It is independent of and composable with :timeout_ms;
whichever bound fires first wins. The idle deadline resets on any output (stdout
or stderr), not only newline-terminated lines. This suits a long-lived follow
(agent stream-json, docker events) that may legitimately run for hours but
should die if the producer hangs.
:window_bytes (optional) opts into demand-driven backpressure. By default the
shim forwards the child's stdout as fast as the pipes allow, so a consumer slower
than the producer buffers unconsumed output on the BEAM and can grow memory
without bound. With a window the shim reads the child only while the stream has
granted read credit; a slow consumer blocks the producer instead of buffering.
The buffering bound is roughly one window in flight plus a frame in transit.
backpressure: true is shorthand for a 64 KiB window.
# Stream gigabytes to a slow consumer with bounded memory.
Forcola.Stream.lines(["produce-huge-output"], timeout_ms: 600_000, window_bytes: 65_536)
|> Stream.each(&slowly_handle/1)
|> Stream.run()
A consumer-driven pause does not trip :idle_timeout_ms (the idle clock is reset
each time the stream grants credit); a genuinely hung producer still does, and
:timeout_ms still bounds a consumer that never consumes. Backpressure gates the
child's stdout only; stderr always rides eagerly.
Termination:
	A zero exit ends the stream cleanly.
	A non-zero exit, death by signal, timeout, or spawn failure raises
Forcola.Stream.Error after every line produced before death has been
emitted. Stderr captured during the run rides in the exception.
	Halting the stream early (Enum.take/2, Stream.take_while/2, an exception
downstream) kills the process group and blocks until the shim confirms the
group is dead.

Daemon: Forcola.Daemon
A long-running server under a supervision tree. When the GenServer terminates
for any reason, including supervisor shutdown and owner crash, the shim kills
the group and the terminate blocks until the group is confirmed dead.
children = [
  {Forcola.Daemon,
   argv: ["redis-server", "--port", "6399"],
   name: MyApp.Redis,
   ready: fn -> match?({:ok, _}, :gen_tcp.connect(~c"localhost", 6399, [])) end}
]
A daemon has no :timeout_ms; its bound is its supervisor. Passing
:timeout_ms raises ArgumentError.
Options:
	:argv (required): [binary | args] as in Forcola.run/2.

	:name: optional GenServer registration name.
	:cd, :env, :merge_stderr, :user, :group, :cgroup: as in Forcola.run/2.
	:kill_grace_ms: SIGTERM-to-SIGKILL grace, default 5_000.
	:output: where child output goes, default :logger.
	:log_output: Logger level for output: :logger, default :info.
	:log_prefix: string prepended to each logged line, default "".
	:ready: optional zero-arity readiness check.
	:ready_timeout_ms: readiness deadline, default 5_000.
	:ready_poll_ms: readiness poll interval, default 100.

Output routing:
	output: :logger (default): stdout and stderr are logged line by line at
:log_output, prefixed with :log_prefix.
	output: fun: a 2-arity function called as fun.(:stdout | :stderr, chunk)
with raw chunks, from the daemon process.

	output: {:send, pid}: pid receives
{Forcola.Daemon, daemon_pid, {:stdout | :stderr, chunk}} messages.

Readiness: with ready: fun, init polls fun.() (every :ready_poll_ms)
until it returns a truthy value, so start_link and supervisor startup block
until the server accepts connections. If the check does not pass within
:ready_timeout_ms, or the child exits first, the group is killed and
start_link returns {:error, :ready_timeout} or
{:error, {:exited_before_ready, reason}}.
Exit and restart: when the child exits on its own the daemon stops. Status 0
stops :normal, a non-zero status stops {:exit_status, n}, and death by
signal stops {:exit_signal, n}. Under restart: :permanent any of these
restarts the daemon; under :transient only the abnormal ones do.
Duplex: Forcola.Duplex
A bidirectional stdin/stdout session, for interactive CLIs driven over stdin.
The caller that opens the session is its owner and receives its messages.
{:ok, session} =
  Forcola.Duplex.open(["claude", "--input-format", "stream-json"], [])

:ok = Forcola.Duplex.send_line(session, json)

receive do
  {:forcola_line, ^session, line} -> line
end

:ok = Forcola.Duplex.close(session)
There is no :timeout_ms; the session is bounded by its owner process and
close/1. Passing :timeout_ms raises ArgumentError.
Options:
	:cd, :env, :merge_stderr, :user, :group, :cgroup: as in Forcola.run/2.
	:kill_grace_ms: SIGTERM-to-SIGKILL grace, default 5_000.
	:pty: run the child under a pseudo-terminal (default false), for CLIs
that behave differently when they detect a tty. See
pseudo-terminal below.
	:pty_rows, :pty_cols: initial pty window size, applied only under
pty: true.

API:
	send_line/2: writes a line to the child's stdin (a newline is appended).
Returns {:error, :closed} once the session is over or stdin was closed
with send_eof/1.
	send_eof/1: closes the child's stdin without killing the group, for CLIs
that exit when input ends. The child's own exit then arrives as a
:forcola_exit message.
	close/1: kills the child's process group and blocks until the shim
confirms the group is dead. Idempotent.

Messages to the owner:
	{:forcola_line, session, line}: a stdout line, without its trailing
newline.
	{:forcola_stderr, session, line}: a stderr line, unless merge_stderr: true routed stderr into :forcola_line.
	{:forcola_exit, session, status}: the child exited on its own. status
is the exit code, {:signal, n} for death by signal,
{:spawn_error, reason} if it never started, or :shim_exited if the shim
died without reporting. The session is over; close/1 is not required.

A spawn failure is asynchronous: open/2 still returns {:ok, session} and
the failure arrives as {:forcola_exit, session, {:spawn_error, reason}}.
Pseudo-terminal
pty: true runs the child under a pseudo-terminal instead of pipes. CLIs
that detect a tty then behave as they do in a real terminal: line buffering,
color output, progress rendering, and interactive prompts (password entry,
pagers, REPLs, TUIs).
{:ok, session} =
  Forcola.Duplex.open(["/bin/sh", "-c", "test -t 0 && echo tty || echo pipe"],
    pty: true,
    pty_rows: 24,
    pty_cols: 80
  )

receive do
  {:forcola_line, ^session, "tty"} -> :ok
end
A terminal carries one stream, so a pty merges the child's stdout and stderr:
all output arrives as {:forcola_line, ...} and no :forcola_stderr messages
are produced. Passing merge_stderr: false with pty: true raises
ArgumentError. Group-kill, send_eof/1, and owner-death cleanup work the
same as in pipe mode. There is no dynamic resize yet; :pty_rows/:pty_cols
set the initial size only.
Next steps
	The process groups guide covers the kill mechanism
and its guarantees in depth.
	The adoption guide covers slotting Forcola into an
existing CLI wrapper library.
	The alternatives guide compares Forcola with other
external-process libraries for the BEAM.



  

    Process groups and cleanup

This is the reference for Forcola's process-lifecycle semantics: how the kill
mechanism works, what it guarantees, and what it cannot reach.
The kill mechanism
The shim calls setsid before exec, so the child leads a new process group.
Every process the child forks inherits that group unless it deliberately
leaves. When the shim kills the group it uses the negative pgid:
kill(-pgid, SIGTERM)   then, after the kill grace:   kill(-pgid, SIGKILL)
kill(-pgid, sig) signals every process in the group at once: the CLI and
everything it forked. The default grace between SIGTERM and SIGKILL is 5000 ms
(:kill_grace_ms). A process that installs a SIGTERM handler and ignores it is
killed by the SIGKILL that follows.
When the kill fires
The group is killed on any of:
	A bounded run hitting :timeout_ms.
	An early halt of a Forcola.Stream.lines/2 stream.
	Termination of a Forcola.Daemon GenServer, including supervisor shutdown
and owner crash.
	A Forcola.Duplex.close/1 call, or death of the session's owner.
	BEAM death, including kill -9 of the VM.

Mandatory timeout on bounded runs
Forcola.run/2 and Forcola.Stream.lines/2 require :timeout_ms. There is no
default and no way to opt out: a bounded run without a bound is the leak this
library exists to close. On expiry the group is killed and the caller receives
{:error, {:timeout, partial_result}} (or, for a stream, a raised
Forcola.Stream.Error) carrying output captured so far.
:timeout_ms bounds the whole run, not the gap between lines.
Forcola.Stream.lines/2 also takes an optional :idle_timeout_ms that bounds
the gap between output frames: if no output (stdout or stderr) arrives within
the interval the producer is treated as stalled, the group is killed, and
Forcola.Stream.Error is raised with idle_timed_out: true. It is independent
of and composable with :timeout_ms; whichever bound fires first wins.
Forcola.Daemon and Forcola.Duplex take no :timeout_ms; passing one raises
ArgumentError. Their bound is the supervisor and the owner process
respectively.
BEAM death as stdin EOF
The shim is a port program, a separate OS process, not a NIF. The BEAM holds
the write end of the shim's stdin pipe. When the BEAM dies, that pipe closes,
and the shim reads EOF on stdin. The shim treats stdin EOF as the signal to
kill the group and exit.
This path does not depend on the BEAM running any cleanup code, so it covers
kill -9 of the VM, where no terminate/2 callback or after block would
run. It also covers a Forcola.Stream, Forcola.Daemon, or Forcola.Duplex
process being killed brutally: the port closes, the shim sees EOF, and the
group dies.
Group death confirmed before the call returns
The shim confirms the group is dead before it reports back. Concretely: after
the kill sequence, the shim waits for the group to be reaped, then sends its
EXIT frame. The Elixir side blocks on that frame. So when a bounded run returns
a timeout, when an early stream halt returns, when a daemon's terminate/2
finishes, or when Forcola.Duplex.close/1 returns, the group is already dead.
{:error, :timeout} means the process is gone, not that it may still be
running.
The backstop exception
The confirmation guarantee has one exception. The Elixir side arms a backstop
deadline (timeout_ms + kill_grace_ms plus a margin) in case the shim never
reports back at all, for example if the shim is wedged or the BEAM-to-shim pipe
is stuck. If that deadline fires first, the result's status is
{:signal, :unconfirmed}: death was requested but not confirmed. Closing the
port is the remaining kill lever (the shim treats stdin EOF as BEAM death).
{:signal, :unconfirmed} also appears when the shim exits without sending an
EXIT or ERROR frame (for example it crashed, or was itself SIGKILLed). A
SIGKILLed shim gets no chance to kill the group, so the child may survive,
reparented to pid 1. Treat {:signal, :unconfirmed} as leaked and investigate;
see Forcola.Result.
What group kill cannot reach
A process-group escape audit
(#9) tested the target CLI
set on macOS: agent CLIs with stdio MCP servers, git with hooks and the
fsmonitor daemon, make, cargo, npm, aws, gcloud, ffmpeg, redis-server in
foreground mode, and shell constructs like nohup and disown. The method was
to snapshot the process tree during a live run and flag any descendant whose
pgid differs from the CLI's. All of them keep their entire tree in the
child's process group and die to the group kill.
The escapes fall into three classes, and no client-side mechanism closes them:
Deliberate daemonizers
A child that deliberately daemonizes, by double-forking plus setsid or via a
flag like redis-server --daemonize yes, leaves the process group and survives
the kill. It has explicitly asked to outlive its parent.
Run servers in foreground mode under Forcola.Daemon. Foreground operation is
the same contract every process supervisor (systemd, runit, foreman) imposes:
the supervisor owns the process lifecycle, so the process must not fork away
from it.
On Linux, the opt-in cgroup: true option contains deliberate daemonizers.
When it is set and the shim runs under a delegated cgroup v2 subtree, the child
is placed in a dedicated cgroup before exec, so every descendant it forks
inherits the cgroup regardless of process-group games. On kill the shim writes
cgroup.kill, which SIGKILLs the whole subtree at once (Linux 5.14+), reaping
the escapee the process-group kill could not reach. This is layered on top of
the process-group kill, not in place of it: the SIGTERM-then-SIGKILL group
sequence still runs, and cgroup.kill is the backstop for anything that left
the group.
cgroup: true requires cgroup delegation. The BEAM must run inside a
delegatable unit: under systemd, set Delegate=yes on the service, or wrap the
run in systemd-run --user --scope. Without a delegated, writable subtree the
shim cannot create a child cgroup.
It is Linux-only and always degrades gracefully, never erroring. On macOS, on
non-cgroup-v2 systems, and when the subtree is not delegated, cgroup: true
falls back to the ordinary process-group kill and logs a warning; ordinary
in-group grandchildren still die exactly as before. The EXIT report carries a
contained flag reporting which mechanism was used, surfaced as a
Logger.debug line when containment was active. That line comes from
Forcola.run/2 and Forcola.Daemon; Forcola.Stream and Forcola.Duplex
report their exit through messages or a raise and do not emit it. See
Forcola.run/2 for the option.
Client/daemon control channels
Client/daemon CLIs such as docker: the CLI is only a control channel. The
container or build runs under the docker daemon, not under the CLI. Killing the
client never stops that work, and no client-side mechanism, process group or
cgroup, can, because the work was never a descendant of the client. Use the
tool's own teardown semantics (docker run --rm, docker kill) on top of
Forcola.
Scheduler-owned work
Work handed to system schedulers (git maintenance background jobs, launchd or
systemd timers) was never a child of the CLI at all. The CLI registered a job
with the scheduler and returned; the scheduler runs it later, independently.
This is out of scope for any process-based mechanism.
Platform residual
On Linux, the opt-in cgroup v2 layer
(#15) contains deliberate
daemonizers by placing the child's whole subtree in a cgroup and writing
cgroup.kill, rather than relying on the process group. It requires a delegated
cgroup v2 subtree; see "Deliberate daemonizers"
above. On macOS nothing can contain a deliberate daemonizer, which is equally
true of erlexec and MuonTrap, so cgroup: true falls back to the process-group
kill there. Windows support is tracked separately in
#34.


  

    Adopting Forcola in a wrapper library

This guide is for libraries that wrap a CLI (git, docker, redis-server, agent
CLIs) and shell out with System.cmd/3 today. It shows how such a library
adopts Forcola for leak-free process control without making Forcola a
mandatory dependency for its existing consumers.
The starting point
Most wrapper libraries implement timeouts with some variant of:
task = Task.async(fn -> System.cmd(binary, args) end)

case Task.yield(task, timeout) || Task.shutdown(task) do
  {:ok, result} -> result
  nil -> {:error, :timeout}
end
Task.shutdown/1 kills the BEAM task, which closes the Erlang port. Closing
a port closes pipes; it sends no signal. The external process keeps running,
and any children it spawned are never signaled at all. The process groups
guide describes the full mechanism. Forcola closes the
leak by running the command in its own process group and killing the whole
group, SIGTERM then SIGKILL, on timeout or BEAM death.
The Runner behaviour pattern
Making Forcola a hard dependency of a wrapper library would impose it on
every consumer, including those who accept the current behavior. Instead the
wrapper defines a small behaviour for "run this command, return the shapes I
already use", keeps its current System.cmd/3 path as the default
implementation, and accepts a Forcola-backed implementation through
configuration.
Three pieces:
	A behaviour whose callback returns exactly what the wrapper's call sites
already consume, so parsing code does not change.
	A default implementation wrapping the existing System.cmd/3 call.
Existing consumers see no change in behavior and gain no new mandatory
dependencies.
	A Forcola-backed implementation, selected via application config, with
Forcola declared optional:

# mix.exs of the wrapper library
defp deps do
  [
    {:forcola, "~> 0.3", optional: true}
  ]
end
Consumers who want leak-free execution add {:forcola, "~> 0.3"} to their
own deps and set one config line. Everyone else is untouched.
Worked example: git_wrapper_ex
Git.Command.run/3 in git_wrapper_ex (lib/git/command.ex) is the smallest
real case: one function that builds an argument list, executes git, and hands
the output to a parser. Its current core is the leaky pattern above:
def run(mod, command, %Config{} = config) do
  all_args = Config.base_args(config) ++ mod.args(command)
  opts = Config.cmd_opts(config)

  task =
    Task.async(fn ->
      System.cmd(config.binary, all_args, opts)
    end)

  case Task.yield(task, config.timeout) || Task.shutdown(task) do
    {:ok, {stdout, exit_code}} ->
      mod.parse_output(stdout, exit_code)

    nil ->
      {:error, :timeout}
  end
end
On timeout the caller gets {:error, :timeout} while git, and anything git
spawned (hooks, credential helpers), may still be running.
Step 1: define the behaviour
The callback returns what the call site already consumes: System.cmd/3's
{stdout, exit_code} on completion, {:error, :timeout} on timeout.
defmodule Git.Runner do
  @moduledoc """
  How git commands are executed.

  The default is `Git.Runner.Port`, the `System.cmd/3` path. For leak-free
  execution add `:forcola` to your deps and configure:

      config :git_wrapper_ex, runner: Git.Runner.Forcola
  """

  @callback run(binary :: String.t(), args :: [String.t()], opts :: keyword()) ::
              {:ok, {stdout :: String.t(), exit_code :: non_neg_integer()}}
              | {:error, term()}

  def impl do
    Application.get_env(:git_wrapper_ex, :runner, Git.Runner.Port)
  end
end
Step 2: the default implementation is the current code, moved
defmodule Git.Runner.Port do
  @behaviour Git.Runner

  @impl true
  def run(binary, args, opts) do
    {timeout, cmd_opts} = Keyword.pop!(opts, :timeout)

    task = Task.async(fn -> System.cmd(binary, args, cmd_opts) end)

    case Task.yield(task, timeout) || Task.shutdown(task) do
      {:ok, result} -> {:ok, result}
      nil -> {:error, :timeout}
    end
  end
end
Step 3: the Forcola-backed implementation
if Code.ensure_loaded?(Forcola) do
  defmodule Git.Runner.Forcola do
    @behaviour Git.Runner

    @impl true
    def run(binary, args, opts) do
      {timeout, cmd_opts} = Keyword.pop!(opts, :timeout)

      forcola_opts =
        [timeout_ms: timeout, merge_stderr: true] ++
          Keyword.take(cmd_opts, [:cd, :env])

      case Forcola.run([binary | args], forcola_opts) do
        {:ok, %Forcola.Result{status: status, stdout: stdout}} when is_integer(status) ->
          {:ok, {stdout, status}}

        {:ok, %Forcola.Result{status: {:signal, signal}}} ->
          {:error, {:signal, signal}}

        {:error, {:timeout, _partial}} ->
          {:error, :timeout}

        {:error, {:spawn, reason}} ->
          {:error, {:spawn, reason}}
      end
    end
  end
end
The Code.ensure_loaded?/1 guard keeps the module from compiling when
Forcola is not present, so the optional dependency stays optional.
Mapping notes, each verified against Forcola.run/2:
	:timeout_ms is mandatory. The wrapper's existing timeout value maps onto
it directly. On expiry Forcola returns {:error, {:timeout, partial}}
only after the child's process group is confirmed dead, so
{:error, :timeout} now means "git is gone", not "git may still be
running".
	A non-zero exit is {:ok, %Forcola.Result{}}, matching System.cmd/3, so
parse_output/2 keeps receiving the exit code and decides what it means.
	merge_stderr: true is the equivalent of stderr_to_stdout: true; use it
when the wrapper's current System.cmd/3 options do.
	:cd and :env carry over. :env is a list of {name, value} string
tuples, the same shape System.cmd/3 takes.
	{:signal, _} in :status has no System.cmd/3 equivalent (the child
died from a signal); surface it as an error rather than inventing an exit
code.

Step 4: dispatch through the behaviour
def run(mod, command, %Config{} = config) do
  all_args = Config.base_args(config) ++ mod.args(command)
  opts = Keyword.put(Config.cmd_opts(config), :timeout, config.timeout)

  case Git.Runner.impl().run(config.binary, all_args, opts) do
    {:ok, {stdout, exit_code}} -> mod.parse_output(stdout, exit_code)
    {:error, reason} -> {:error, reason}
  end
end
That is the whole migration: one behaviour, the old code as the default, an
adapter, and a config switch.
Mode mapping for the wrapper family
Each wrapper's call shapes map onto one of Forcola's four modes:
	Wrapper call shape	Example	Forcola mode
	Bounded subcommand	git subcommands; claude -p / codex exec one-shot; docker sync paths (ps, build)	Forcola.run/2
	Line/NDJSON streaming	claude/codex stream-json output; docker logs -f, docker events	Forcola.Stream.lines/2
	Managed server	redis_server_wrapper managed mode	Forcola.Daemon
	Interactive session	claude duplex stream-json over stdin	Forcola.Duplex

Per-mode notes:
	Forcola.run/2: :timeout_ms is mandatory; a non-zero exit is
{:ok, %Forcola.Result{}}, not an error.
	Forcola.Stream.lines/2: :timeout_ms is mandatory and bounds the whole
run, not the gap between lines. A non-zero exit, death by signal, timeout,
or spawn failure raises Forcola.Stream.Error after every line produced
before death has been emitted; halting the stream early kills the process
group and blocks until it is confirmed dead.
	Forcola.Daemon: no :timeout_ms (passing one raises ArgumentError);
the daemon's bound is its supervisor. Supports a :ready check so
start_link blocks until the server accepts connections, and :output
routing for logs. Run the server in foreground mode; a daemonize flag
escapes the process group (see "What group kill cannot reach" in the
process groups guide).
	Forcola.Duplex: no :timeout_ms (passing one raises ArgumentError);
the session is bounded by its owner process and close/1. Lines go in
with send_line/2, arrive as {:forcola_line, session, line} messages,
and send_eof/1 closes stdin for CLIs that exit when input ends.

One caveat for docker-shaped wrappers: the docker CLI is a control channel
for a daemon. Forcola kills the client reliably, but that never stops the
container or build running under the daemon; pair Forcola with the tool's
own teardown (docker run --rm, docker kill). The process groups
guide section "What group kill cannot reach" covers
this class.
The alternatives guide compares Forcola with erlexec,
MuonTrap, exile, Porcelain, Rambo, and plain System.cmd/3, and lists when
to choose each.
Migrating from erlexec
For a wrapper that uses erlexec today for the same contract (group kill on
timeout, cleanup on BEAM death), the migration is mechanical:
	Add {:forcola, "~> 0.3"} and swap the erlexec calls for their Forcola
counterparts; bounded runs become Forcola.run/2 with :timeout_ms.
	Run your existing test suite; it is the acceptance bar. Forcola's own
suite covers the group-kill contract cases, including the
SIGTERM-ignoring child.
	Drop the erlexec dependency. This removes the C++ compile erlexec runs on
each consumer's machine; Forcola ships precompiled shim binaries with
checksum verification instead.



  

    Alternatives and tradeoffs

Forcola is not the only way to run external processes from the BEAM. The table
below reflects each option's published source and tracker as of mid-2026; rows
marked "tested" were verified empirically on macOS with Elixir 1.20 / OTP 29.
	Option	Architecture	BEAM-death cleanup	Grandchild kill	Install footprint	Maintenance (mid-2026)
	System.cmd / Port / :os.cmd	BEAM port	None; no signal on port close (tested)	No	None	OTP/Elixir stdlib
	erlexec	One C++ port program for all commands	Yes, incl. kill -9: SIGTERM then SIGKILL in 6 s	Opt-in ({group, GID} + kill_group)	C++ toolchain + rebar3 at dep compile, source-only package	Active (2.3.4, June 2026)
	MuonTrap	C wrapper per command	Yes, incl. kill -9 (tested)	Linux cgroups: full tree; macOS: direct child only (tested)	C compiler (elixir_make)	Active (1.8.0 May 2026, 2.0 rc June 2026)
	Porcelain + goon	Go middleman, manual download	Closes child stdin and waits; never kills	No	goon fetched by hand; last goon release 2014	Unmaintained (last release 2016, last commit 2020)
	Rambo	Rust shim per call	SIGKILLs direct child on stdin EOF	No	Bundled x86-64 binaries only; broken out of the box on Apple Silicon (tested)	Dormant (last release March 2021)
	exile	NIF IO + spawner that execs into the command	Normal exits yes; kill -9 of BEAM orphans the child (tested)	No	C compiler (elixir_make)	Maintained, single author (0.14.0, Feb 2026)
	forcola	Rust shim per command	stdin EOF kills the process group, covers kill -9; death confirmed before EXIT	Yes (setsid + kill(-pgid), TERM then KILL); opt-in Linux cgroup v2 also contains daemonizers	None on 5 precompiled targets; cargo elsewhere	New (v0.3.0)

erlexec
The most capable and most mature option: a single C++ port program with pty
support, user switching, and opt-in process-group kill, actively maintained
since 2003. Its costs are a C++ toolchain at dependency compile time and a
larger API surface. forcola now supports a pty in Forcola.Duplex
(pty: true), so a pty alone is no longer a reason to reach for erlexec;
forcola's pty is Duplex-only and does no RFC 4254 option negotiation. forcola
also does a basic run-as-user drop now
(#31): :user/:group
options do a straight setgroups/setgid/setuid from a privileged shim.
erlexec goes further, with a sudo/SUID helper for privilege escalation and
Linux capability management; forcola does neither. Choose erlexec when you need
those.
MuonTrap
Solves the same core problem as forcola with a per-command C wrapper, and on
Linux adds cgroup containment that kills entire process trees, including
deliberate daemonizers. Without cgroups it kills the direct child only, so
grandchildren escape; forcola's group kill covers ordinary grandchildren
everywhere. forcola now has its own opt-in Linux cgroup v2 layer (cgroup: true, #15) that contains
deliberate daemonizers under a delegated subtree; MuonTrap's cgroup support is
Nerves-native and more mature here, where forcola's is new and requires cgroup
delegation. On macOS neither can contain a deliberate daemonizer. On Nerves or
embedded Linux, MuonTrap is the native choice.
exile
Takes a different shape: NIF-based demand-driven IO where backpressure is the
default streaming model, ideal when a slow consumer must stream huge output
without buffering. Forcola now has an opt-in backpressure mode for
Forcola.Stream.lines/2 (window_bytes:,
#32) that bounds the same
case: the shim reads the child only while the consumer has granted read credit.
The architectures differ: exile pushes IO through NIFs with backpressure always
on, while forcola keeps its eager pump as the default and adds a credit/window
protocol between the BEAM and the shim when you ask for it. The exile tradeoff
still stands: with no middleman process, a kill -9 of the BEAM orphans the child
(in testing on macOS, exile's child survived where forcola's and MuonTrap's
shims cleaned up).
Porcelain and Rambo
Both are effectively frozen. Porcelain has had no release since 2016 and its
goon driver's last release is from 2014; the released goon never kills the
child, it only closes stdin and waits. Rambo is a one-shot Rust shim design but
has had no release since March 2021, ships x86-64-only binaries, and in testing
on an Apple Silicon Mac it failed out of the box. Rambo proved a Rust shim
works in a hex package; its binary distribution is the cautionary tale
forcola's release workflow is designed around.
Choosing something else
	You need privilege escalation via a sudo/SUID helper, or Linux capability
management: erlexec. forcola does a basic uid/gid drop with :user/:group
(#31): a straight
setgroups/setgid/setuid from a privileged shim, not sudo/SUID or
capabilities.
	You need Linux cgroup containment of daemonizers: forcola now has an opt-in
cgroup v2 layer (cgroup: true,
#15) that contains
daemonizers under a delegated cgroup v2 subtree (systemd Delegate=yes or
systemd-run --scope). MuonTrap's Nerves-native cgroup support is more mature
and does not require you to arrange delegation; on Nerves or embedded Linux it
is the native choice.
	You need backpressure-first streaming as the default model and accept the
kill -9 orphan risk: exile. forcola now has an opt-in backpressure mode for
Forcola.Stream.lines/2 (window_bytes:,
#32) while keeping its
leak-free cleanup; exile's is always on with a different NIF architecture.
	You need Windows: Rambo's bundled binary or plain System.cmd. forcola tracks
Windows support in #34.
	You cannot ship native binaries at all: System.cmd/ports, with the
orphan-on-death leak documented and accepted.
	forcola is new (v0.3.0). If that is a blocker, erlexec and MuonTrap are the
mature, actively maintained alternatives that cover the closest ground.



  

    
Forcola 
    



      
Leak-free external process execution.
Every command runs under a small Rust shim (a port program, not a NIF)
that places the child in its own process group via setsid and kills
the whole group, SIGTERM then SIGKILL, when the run times out or the
BEAM dies. The shim detects BEAM death as stdin EOF, so cleanup happens
even on kill -9 of the VM.
Why not System.cmd in a Task?
Task.shutdown closes the Erlang port, and closing a port closes pipes;
it sends no signal. The external process runs on until it next touches a
closed pipe, and its children are never signaled at all. See the process
groups guide for the full mechanism.
Modes
	Forcola.run/2 - bounded one-shot run, mandatory timeout
	Forcola.Stream - line-by-line output as an Enumerable
	Forcola.Daemon - long-running server under a supervision tree
	Forcola.Duplex - bidirectional stdin/stdout session

Maintainers of CLI wrapper libraries who want to offer Forcola-backed
execution without a mandatory dependency: see the adoption
guide.
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        Run argv ([binary | args]) to completion under the shim.
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          @type run_error() :: {:timeout, Forcola.Result.t()} | {:spawn, term()}


      


Errors a bounded run can return.
The spawn reason is one of :shim_not_found, a reason string reported
by the shim, or {:shim_exited, %Forcola.Result{}}; see run/2.
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          @spec run(
  [String.t(), ...],
  keyword()
) :: {:ok, Forcola.Result.t()} | {:error, run_error()}


      


Run argv ([binary | args]) to completion under the shim.
Options
	:timeout_ms - required. On expiry the child's process group is
killed (SIGTERM, then SIGKILL after the kill grace) and
{:error, {:timeout, partial_result}} is returned with output
captured so far. The group is confirmed dead before the call
returns, with one exception: if the shim itself never reports back,
an Elixir-side backstop returns a result whose status is
{:signal, :unconfirmed}, meaning death was not confirmed (see
Forcola.Result). A child that exits exactly at the timeout
boundary can be reported as a timeout whose result carries the
normal exit status, including status: 0.
	:kill_grace_ms - SIGTERM-to-SIGKILL grace in milliseconds,
default 5_000. Also accepted by Forcola.Stream.lines/2.
	:cd - working directory.
	:env - list of {name, value} strings.
	:merge_stderr - route stderr into stdout; default false.
	:user - run the child as this user, a string username or an
integer uid. The user's primary gid and supplementary groups are
taken from the passwd/group database unless :group overrides the
gid. See "Running as a different user".
	:group - run the child with this group as its primary gid, a
string group name or an integer gid. Given without :user it sets
the gid (and clears supplementary groups to just that gid) without
changing the uid; given with :user it overrides the user's
primary gid.
	:cgroup - opt in to Linux cgroup v2 containment, default false.
When true on a Linux host with a delegated cgroup v2 subtree, the
child runs in a dedicated cgroup so descendants that escape the
process group by deliberately daemonizing are still reaped. Linux
only, requires cgroup delegation, and falls back with a warning
otherwise. See "cgroup containment".

cgroup containment
The process-group kill reaches every descendant that stays in the
child's process group, but a target that deliberately daemonizes
(double-fork plus setsid, or a --daemon flag) leaves the group and
survives. cgroup: true adds a Linux-only backstop: the child is
placed in a dedicated cgroup v2 cgroup before exec, so every descendant
it forks inherits the cgroup regardless of process-group games, and on
kill the shim writes cgroup.kill to SIGKILL the whole subtree at once.
It is layered on top of the process-group kill, never in place of it.
It requires a delegated cgroup v2 subtree, which means the BEAM must run
inside a delegatable unit: under systemd, Delegate=yes on the service,
or wrapping the run in systemd-run --user --scope. See the process
groups guide.
It never turns into an error. On macOS, on non-cgroup-v2 systems, or
when the subtree is not writable/delegated, cgroup: true degrades to
the ordinary process-group kill and logs a warning from the shim; the
group-kill guarantee (ordinary grandchildren still die) is unchanged. A
Logger.debug line is emitted when containment was actually active.
Running as a different user
:user/:group make the shim drop privileges (setgroups, then
setgid, then setuid, in that order) in the child before exec. This
is POSIX-only, a one-way drop, and requires the shim process itself to
run with enough privilege to drop: root, or CAP_SETUID/CAP_SETGID
on Linux. Requesting the user the shim already runs as is a no-op and
always succeeds.
It fails closed. If the user or group cannot be resolved, or the shim
lacks the privilege to drop, the child is never executed and the call
returns the mode's normal spawn error ({:error, {:spawn, reason}} for
run/2). The command never runs as the shim's own (possibly
privileged) user when a different user was requested. Names are
resolved in the parent before fork; only the numeric syscalls run in
the child.
Any exit status is {:ok, %Forcola.Result{}}; callers branch on
:status. A non-zero exit is a result, not an error.
Spawn errors
	{:error, {:spawn, :shim_not_found}} - no shim binary exists for
this target (neither downloaded nor built).
	{:error, {:spawn, reason}} where reason is a string - the shim
reported the spawn failure, for example a missing or
non-executable command.
	{:error, {:spawn, {:shim_exited, %Forcola.Result{}}}} - the shim
exited without reporting an exit or error, for example because it
was SIGKILLed. The result's status is {:signal, :unconfirmed}. A
SIGKILLed shim gets no chance to kill the group, so the child may
survive, reparented to pid 1.
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A long-running external server process under a supervision tree.
For processes that are supposed to outlive a single call (redis-server,
a dev proxy) but must never outlive their supervisor. The child runs in
its own process group; when this GenServer terminates for any reason,
including supervisor shutdown and owner crash, the shim kills the group
(SIGTERM, then SIGKILL after the kill grace) and the terminate blocks
until the shim confirms the group is dead. If the daemon process is
killed brutally (no terminate), the port closes, the shim sees stdin
EOF, and the group is killed anyway; the same path covers BEAM death.
children = [
  {Forcola.Daemon,
   argv: ["redis-server", "--port", "6399"],
   name: MyApp.Redis}
]
Unlike bounded runs, a daemon has no :timeout_ms; its bound is its
supervisor. Passing :timeout_ms raises ArgumentError.
Options
	:argv - required, [binary | args] as in Forcola.run/2.

	:name - optional GenServer registration name.
	:cd, :env, :merge_stderr - as in Forcola.run/2.
	:user, :group - run the child as a different user/group, as in
Forcola.run/2. POSIX-only, a one-way drop, and requires a
privileged shim; failures fail closed and surface as the daemon's
normal spawn-error exit.
	:cgroup - opt in to Linux cgroup v2 containment, as in
Forcola.run/2. Linux only, requires a delegated cgroup v2 subtree
(systemd Delegate=yes or systemd-run --scope), and falls back to
the process-group kill with a warning elsewhere. A daemon is the
typical place to want this: a long-running server that might spawn a
helper which daemonizes away from the process group is reaped anyway
on shutdown. Default false.
	:kill_grace_ms - SIGTERM-to-SIGKILL grace, default 5_000.
	:output - where child output goes; see below. Default :logger.
	:log_output - Logger level for output: :logger, default :info.
	:log_prefix - string prepended to each logged line, default "".
	:ready - optional zero-arity readiness check; see below.
	:ready_timeout_ms - readiness deadline, default 5_000.
	:ready_poll_ms - readiness poll interval, default 100.

Output handling
	output: :logger (default) - stdout and stderr are logged line by
line at the :log_output level, prefixed with :log_prefix. A
partial line held across frames is logged once its newline arrives
(or at termination).
	output: fun - a 2-arity function called as
fun.(:stdout | :stderr, chunk) with raw chunks, from the daemon
process.
	output: {:send, pid} - pid receives
{Forcola.Daemon, daemon_pid, {:stdout | :stderr, chunk}} messages.

With merge_stderr: true everything arrives as :stdout.
Readiness
With ready: fun, init polls fun.() (every :ready_poll_ms) until
it returns a truthy value, so start_link and supervisor startup block
until the server accepts connections:
{Forcola.Daemon,
 argv: ["redis-server", "--port", "6399"],
 ready: fn -> match?({:ok, _}, :gen_tcp.connect(~c"localhost", 6399, [])) end}
If the check does not pass within :ready_timeout_ms, or the child
exits first, the group is killed and start_link returns
{:error, :ready_timeout} or {:error, {:exited_before_ready, reason}}.
Without :ready, start_link returns as soon as the spawn request is
written to the shim: it succeeds without any proof that the shim or the
child is alive, and a failed spawn only surfaces later as a daemon
exit. Use :ready for any daemon whose availability matters.
Exit and restart behavior
When the child exits on its own, the daemon stops: status 0 stops
:normal, a non-zero status stops {:exit_status, n}, and death by
signal stops {:exit_signal, n}. Under restart: :permanent any of
these restarts the daemon; under :transient only the abnormal ones do.
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          @type output() :: :logger | (:stdout | :stderr, binary() -> any()) | {:send, pid()}


      


Where child output is routed.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a daemon running opts[:argv] under the shim.
See the module docs for options. Raises ArgumentError on invalid
options (missing :argv, a :timeout_ms, a bad :output shape).
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A bidirectional stdin/stdout session with an external process.
For interactive CLIs driven over stdin (agent CLIs in stream-json mode).
The owner writes lines in and receives lines out; the child runs in its
own process group and dies with the session.
{:ok, session} = Forcola.Duplex.open(["claude", "--input-format", "stream-json"], [])
:ok = Forcola.Duplex.send_line(session, json)
receive do
  {:forcola_line, ^session, line} -> line
end
:ok = Forcola.Duplex.close(session)
Messages
The process that called open/2 (the owner) receives:
	{:forcola_line, session, line} - a stdout line, without its
trailing newline. A partial line held across frames is delivered
once its newline arrives; a final partial line is delivered before
the exit message.
	{:forcola_stderr, session, line} - a stderr line, unless
merge_stderr: true routed stderr into :forcola_line. Under
pty: true a terminal carries a single stream, so stderr is always
merged into :forcola_line and no :forcola_stderr messages arrive.
	{:forcola_exit, session, status} - the child exited on its own;
status is the exit code, {:signal, n} for death by signal,
{:spawn_error, reason} if it never started, or :shim_exited if
the shim died without reporting. The session is over; close/1 is
not required (but is harmless).

Kill discipline
close/1 kills the child's process group (SIGTERM, then SIGKILL after
the kill grace) and blocks until the shim confirms the group is dead.
The session monitors its owner: owner death takes the same path. If
the session process itself is killed brutally, or the whole BEAM dies,
the port closes, the shim sees stdin EOF, and the group is killed
anyway.
For CLIs that exit when their stdin closes, send_eof/1 closes the
child's stdin without killing anything; the child's own exit then
arrives as a :forcola_exit message.
Pseudo-terminal
open/2 with pty: true runs the child under a pseudo-terminal instead
of pipes. CLIs that detect a tty behave as they do in a real terminal:
line buffering rather than block buffering, color output, progress
rendering, and interactive prompts (password entry, pagers, REPLs, TUIs).
A terminal carries one bidirectional stream, so a pty merges the child's
stdout and stderr: all output arrives as {:forcola_line, ...} and no
:forcola_stderr messages are produced. merge_stderr: false contradicts
this and raises ArgumentError. An initial window size can be set with
:pty_rows and :pty_cols; there is no dynamic resize yet.
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        Returns a specification to start this module under a supervisor.



    


    
      
        close(duplex)

      


        Close the session and kill the child's process group.



    


    
      
        open(argv, opts)

      


        Open a duplex session running argv; the caller becomes the owner.



    


    
      
        send_eof(duplex)

      


        Close the child's stdin without killing the group.



    


    
      
        send_line(duplex, line)

      


        Write a line to the child's stdin.
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          @opaque session()


      


An open duplex session.
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Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      close(duplex)



        
          
        

    

  


  

      

          @spec close(session()) :: :ok


      


Close the session and kill the child's process group.
Blocks until the shim confirms the group is dead. Idempotent: closing
a session that is already over returns :ok.

  



  
    
      
    
    
      open(argv, opts)



        
          
        

    

  


  

      

          @spec open(
  [String.t(), ...],
  keyword()
) :: {:ok, session()} | {:error, term()}


      


Open a duplex session running argv; the caller becomes the owner.
Options
	:cd, :env, :merge_stderr - as in Forcola.run/2.
	:user, :group - run the child as a different user/group, as in
Forcola.run/2. POSIX-only, a one-way drop, and requires a
privileged shim; failures fail closed and arrive as
{:forcola_exit, session, {:spawn_error, reason}}.
	:cgroup - opt-in Linux cgroup v2 containment of deliberate
daemonizers, as in Forcola.run/2. Linux only, requires a delegated
cgroup v2 subtree, and falls back to the process-group kill with a
warning elsewhere. Default false.
	:kill_grace_ms - SIGTERM-to-SIGKILL grace, default 5_000.
	:pty - run the child under a pseudo-terminal (default false). In
pty mode stderr is merged into :forcola_line and no :forcola_stderr
messages arrive; passing merge_stderr: false raises ArgumentError.
	:pty_rows, :pty_cols - initial pty window size, applied only when
pty: true.

There is no :timeout_ms; the session is bounded by its owner process
and close/1. Passing :timeout_ms raises ArgumentError.
A spawn failure (e.g. a missing binary) is asynchronous: open/2
still returns {:ok, session} and the failure arrives as
{:forcola_exit, session, {:spawn_error, reason}}.

  



  
    
      
    
    
      send_eof(duplex)



        
          
        

    

  


  

      

          @spec send_eof(session()) :: :ok | {:error, term()}


      


Close the child's stdin without killing the group.
For CLIs that finish and exit when their input ends; the child's exit
then arrives as a :forcola_exit message. Returns {:error, :closed}
if the session is already over.

  



  
    
      
    
    
      send_line(duplex, line)



        
          
        

    

  


  

      

          @spec send_line(session(), iodata()) :: :ok | {:error, term()}


      


Write a line to the child's stdin.
A newline is appended. Returns {:error, :closed} once the session is
over or the child's stdin has been closed with send_eof/1.

  


        

      


  

    
Forcola.Stream 
    



      
Line-by-line output from a shim-supervised process as an Enumerable.
For CLIs that emit NDJSON or line-oriented progress (agent CLIs,
docker events, git clone --progress). The child runs in its own
process group; halting the stream, timing out, or BEAM death all kill
the whole group.
Forcola.Stream.lines(["claude", "-p", prompt], timeout_ms: 300_000)
|> Stream.map(&:json.decode/1)
|> Enum.to_list()
Termination semantics
	A zero exit ends the stream cleanly.
	A non-zero exit, death by signal, timeout, or spawn failure raises
Forcola.Stream.Error after every line produced before death has
been emitted. The consumers this is built for are NDJSON CLIs where
mid-stream death matters: silently dropping the exit reproduces the
leak this library exists to close, and a tagged final element would
force every Stream.map(&decode/1) pipeline to special-case it.
Stderr captured during the run rides in the exception.
	Halting the stream early (Enum.take/2, Stream.take_while/2, an
exception downstream) kills the process group and blocks until the
shim confirms the group is dead.
	If the consuming process dies, the port closes, the shim sees stdin
EOF, and the group is killed.

Idle timeout
:timeout_ms bounds the whole run. :idle_timeout_ms (optional) bounds
the gap between output frames instead, detecting a stalled producer
without capping total runtime. The two are independent and composable:
whichever bound is reached first fires, and the raised
Forcola.Stream.Error marks which one (:idle_timed_out vs
:timed_out).
The idle deadline resets on any child liveness signal: every STDOUT or
STDERR data frame resets it, not only newline-terminated lines. A child
that writes bytes without a newline, or writes only to stderr, still
counts as alive. On idle expiry the same early-halt kill-and-confirm
path runs (KILL the group, wait for the shim to confirm death, close the
port) and Forcola.Stream.Error is raised with idle_timed_out: true
after any lines already produced have been emitted. Omitting the option
(the default) leaves behavior identical to a run bounded only by
:timeout_ms.
Backpressure
By default the shim pumps the child's stdout forward as fast as the pipes
allow; unconsumed output buffers on the BEAM side, so a consumer slower than
the producer can grow BEAM memory without bound. :window_bytes (or
backpressure: true) opts into a demand-driven mode that bounds it.
With backpressure the shim reads the child's stdout only while it holds read
credit. The Stream grants one window of credit as its consumer pulls lines;
when the window is exhausted the shim stops reading, the OS pipe fills, and
the child's next write blocks. That block is the backpressure: the producer
runs no faster than the consumer drains it. The buffering bound is roughly
window_bytes in flight plus one frame in transit (plus a bounded
pipe-buffer flush when the child exits). Backpressure gates the child's
stdout only; stderr is never gated, and under merge_stderr: true the
merged stderr bytes ride eagerly.
Interaction with :idle_timeout_ms: a gap between frames can be caused by
the consumer not yet granting credit rather than a stalled producer. A
consumer-driven stall does not trip the idle timeout: the idle clock is reset
each time the Stream grants credit, so time spent waiting on the consumer is
excluded. A genuinely hung producer (credit available, no output) still trips
it, and the whole-run :timeout_ms still bounds a consumer that never
consumes.

      


      
        Summary


  
    Functions
  


    
      
        lines(argv, opts)

      


        Run argv and return its stdout as a lazy stream of lines.



    





      


      
        Functions


        


  
    
      
    
    
      lines(argv, opts)



        
          
        

    

  


  

      

          @spec lines(
  [String.t(), ...],
  keyword()
) :: Enumerable.t()


      


Run argv and return its stdout as a lazy stream of lines.
Takes the same options as Forcola.run/2, including :user/:group
for running the child as a different user (POSIX-only, fail-closed,
privileged shim required); :timeout_ms is required and bounds the
whole run, not the gap between lines.
:idle_timeout_ms (optional, milliseconds; default nil = disabled)
bounds the gap between output frames: if no STDOUT or STDERR data
arrives within the interval the producer is treated as stalled, the
process group is killed, and Forcola.Stream.Error is raised with
idle_timed_out: true. It is independent of and composable with
:timeout_ms; whichever bound fires first wins. See the module docs for
the exact reset semantic.
:window_bytes (optional, positive integer) opts into demand-driven
backpressure: the shim reads the child's stdout only while it holds read
credit, and the Stream grants roughly one window as its consumer pulls
lines, so a slow consumer blocks the producer instead of buffering its
output on the BEAM. backpressure: true is shorthand for a default
65536-byte window. Omitting both keeps the default eager
pump. See the module docs for the buffering bound and the interaction with
:idle_timeout_ms.
Lines are emitted without their trailing newline. A partial line held
across frame boundaries is emitted once its newline arrives; a final
partial line with no newline is emitted before the stream terminates.
See the module docs for how termination is surfaced.

  


        

      


  

    
Forcola.Result 
    



      
What an OS process did: exit status plus captured output.
:status is the exit code for a normal exit, or {:signal, number}
when the process died from a signal, where number is the signal
number (for example {:signal, 15} for the SIGTERM Forcola itself
sends on timeout). The only atom case is {:signal, :unconfirmed},
which means the shim could not confirm death before its own deadline;
treat it as leaked and investigate.
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        t()
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          @type t() :: %Forcola.Result{
  status: non_neg_integer() | {:signal, atom() | non_neg_integer()},
  stderr: binary(),
  stdout: binary()
}


      



  


        

      


  

    
Forcola.Stream.Error exception
    



      
Raised when a streamed run does not end with a clean zero exit.
Fields:
	:status - exit code, {:signal, n} for death by signal, or
{:signal, :unconfirmed} when the shim never confirmed death
	:timed_out - whether the run hit the whole-run :timeout_ms
	:idle_timed_out - whether the run hit :idle_timeout_ms (no
output arrived within the idle interval); mutually exclusive with
:timed_out
	:stderr - stderr captured before termination (empty when
merge_stderr: true routed it into the line stream)
	:reason - spawn failure reason, nil for a run that started
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      t()



        
          
        

    

  


  

      

          @type t() :: %Forcola.Stream.Error{
  __exception__: true,
  idle_timed_out: boolean(),
  reason: String.t() | atom() | nil,
  status: non_neg_integer() | {:signal, atom() | non_neg_integer()} | nil,
  stderr: binary(),
  timed_out: boolean()
}


      



  


        

      


  

    
Forcola.Precompiled 
    



      
Downloads and verifies precompiled forcola_shim binaries.
The release workflow (.github/workflows/release.yml) builds the shim
for each supported target and attaches
forcola_shim-v<version>-<target>.tar.gz to the GitHub Release for
the tag. mix forcola.checksum fetches every tarball for the current
version, computes SHA256 digests locally, and writes
checksum-forcola_shim.exs; that file ships in the hex package (it is
gitignored in the repo).
At compile time the :forcola_shim Mix compiler calls install/2,
which detects the current target, downloads the matching tarball
(cached under the user cache dir), verifies its SHA256 against the
checksum file, and extracts the binary into priv/. Any checksum
mismatch is an error; nothing is installed from an unverified
tarball.

      


      
        Summary


  
    Functions
  


    
      
        artifact_name(version, target)

      


        Release asset name for a version and target.



    


    
      
        checksum_file()

      


        Name of the checksum file shipped in the hex package.



    


    
      
        download(url)

      


        Downloads url over HTTPS with peer verification.



    


    
      
        download_url(version, target)

      


        GitHub Release download URL for a version and target.



    


    
      
        install(version, priv_dir \\ "priv")

      


        Fetches, verifies, and installs the shim binary into priv_dir.



    


    
      
        read_checksums(path \\ "checksum-forcola_shim.exs")

      


        Reads the checksum file: a map of artifact name to hex SHA256 digest.



    


    
      
        sha256(body)

      


        Lowercase hex SHA256 digest of a binary.



    


    
      
        target(system_architecture \\ system_architecture())

      


        Maps an Erlang :system_architecture string to a release target.



    


    
      
        targets()

      


        All targets the release workflow builds.



    


    
      
        verify(body, expected_sha256)

      


        Verifies body against a lowercase hex SHA256 digest.



    





      


      
        Functions


        


  
    
      
    
    
      artifact_name(version, target)



        
          
        

    

  


  

      

          @spec artifact_name(String.t(), String.t()) :: String.t()


      


Release asset name for a version and target.

  



  
    
      
    
    
      checksum_file()



        
          
        

    

  


  

      

          @spec checksum_file() :: String.t()


      


Name of the checksum file shipped in the hex package.

  



  
    
      
    
    
      download(url)



        
          
        

    

  


  

      

          @spec download(String.t()) :: {:ok, binary()} | {:error, String.t()}


      


Downloads url over HTTPS with peer verification.
Follows redirects (GitHub release assets redirect to object storage).

  



  
    
      
    
    
      download_url(version, target)



        
          
        

    

  


  

      

          @spec download_url(String.t(), String.t()) :: String.t()


      


GitHub Release download URL for a version and target.

  



    

  
    
      
    
    
      install(version, priv_dir \\ "priv")



        
          
        

    

  


  

      

          @spec install(String.t(), Path.t()) :: {:ok, Path.t()} | {:error, String.t()}


      


Fetches, verifies, and installs the shim binary into priv_dir.
Returns the path to the installed binary. The tarball is cached under
the user cache dir; a cached copy is used only if its checksum still
matches, otherwise it is re-downloaded.

  



    

  
    
      
    
    
      read_checksums(path \\ "checksum-forcola_shim.exs")



        
          
        

    

  


  

      

          @spec read_checksums(Path.t()) :: {:ok, map()} | {:error, String.t()}


      


Reads the checksum file: a map of artifact name to hex SHA256 digest.

  



  
    
      
    
    
      sha256(body)



        
          
        

    

  


  

      

          @spec sha256(binary()) :: String.t()


      


Lowercase hex SHA256 digest of a binary.

  



    

  
    
      
    
    
      target(system_architecture \\ system_architecture())



        
          
        

    

  


  

      

          @spec target(String.t()) :: {:ok, String.t()} | {:error, String.t()}


      


Maps an Erlang :system_architecture string to a release target.
Returns {:error, message} for architectures the release workflow
does not build; callers fall back to a local cargo build via
FORCOLA_BUILD=1.

  



  
    
      
    
    
      targets()



        
          
        

    

  


  

      

          @spec targets() :: [String.t()]


      


All targets the release workflow builds.

  



  
    
      
    
    
      verify(body, expected_sha256)



        
          
        

    

  


  

      

          @spec verify(binary(), String.t()) :: :ok | {:error, String.t()}


      


Verifies body against a lowercase hex SHA256 digest.

  


        

      


  

    
Forcola.Shim 
    



      
Locates and speaks to the forcola_shim binary.
The shim is a Rust port program (source under native/forcola_shim).
Release builds are published per target to GitHub Releases and fetched
at compile time with SHA256 verification, so consumers need no Rust
toolchain; a locally built binary in priv/ takes precedence during
development.
Wire protocol (BEAM <-> shim), v0, documented in full in
native/forcola_shim/src/main.rs:
Frames are {:packet, 4}-style: a 4-byte big-endian length prefix
(handled by the Erlang port itself), then a 1-byte tag, then the
payload. This module owns the tag constants and the JSON payload
shapes for SPAWN/EXIT/ERROR; Forcola.run/2 drives the protocol.

      


      
        Summary


  
    Functions
  


    
      
        decode_contained(payload)

      


        Decodes the contained flag from an EXIT frame payload.



    


    
      
        decode_error(payload)

      


        Decodes an ERROR frame payload into its reason string.



    


    
      
        decode_exit(payload)

      


        Decodes an EXIT frame payload into {status_or_signal, timed_out}.



    


    
      
        encode_credit(bytes)

      


        Encodes a CREDIT frame payload: an 8-byte big-endian byte count.



    


    
      
        encode_spawn(argv, opts)

      


        Encodes a SPAWN frame payload from Forcola.run/2 options.



    


    
      
        open()

      


        Opens the shim binary as a port, framed with {:packet, 4}.



    


    
      
        path()

      


        Absolute path to the shim binary for the current target.



    


    
      
        send_frame(port, tag, payload \\ "")

      


        Sends a tagged frame to the shim port.



    





      


      
        Functions


        


  
    
      
    
    
      decode_contained(payload)



        
          
        

    

  


  

      

          @spec decode_contained(binary()) :: boolean()


      


Decodes the contained flag from an EXIT frame payload.
true when Linux cgroup v2 containment was actually active for the run;
false on the default path, on fallback (macOS, no cgroup v2, or no
delegated subtree), and whenever the field is absent (older shim). Reports
which kill mechanism was used.

  



  
    
      
    
    
      decode_error(payload)



        
          
        

    

  


  

      

          @spec decode_error(binary()) :: String.t()


      


Decodes an ERROR frame payload into its reason string.

  



  
    
      
    
    
      decode_exit(payload)



        
          
        

    

  


  

      

          @spec decode_exit(binary()) ::
  {non_neg_integer() | {:signal, non_neg_integer()}, boolean()}


      


Decodes an EXIT frame payload into {status_or_signal, timed_out}.

  



  
    
      
    
    
      encode_credit(bytes)



        
          
        

    

  


  

      

          @spec encode_credit(non_neg_integer()) :: binary()


      


Encodes a CREDIT frame payload: an 8-byte big-endian byte count.
Grants the shim's stdout pump that many more bytes of read budget under
backpressure. Only sent when the stream opted into backpressure via
:window_bytes; see Forcola.Stream.lines/2.

  



  
    
      
    
    
      encode_spawn(argv, opts)



        
          
        

    

  


  

      

          @spec encode_spawn(
  term(),
  keyword()
) :: binary()


      


Encodes a SPAWN frame payload from Forcola.run/2 options.
Shared by all four modes. Besides :cd/:env/:merge_stderr/:timeout_ms/
:kill_grace_ms and the pty options, it threads :user and :group (each a
string name or an integer id) through to the shim so the child can be run as a
different user; see Forcola.run/2 for the semantics.
:cgroup opts into Linux cgroup v2 containment. Only added to the payload
when truthy, so the default SPAWN payload is unchanged; the shim defaults it
to false when the key is absent. See Forcola.run/2 for the Linux-only,
delegation-required, graceful-fallback semantics.
:window_bytes opts into demand-driven backpressure on the child's stdout
(see Forcola.Stream.lines/2). Only added to the payload when present, so
the default SPAWN payload is unchanged; the shim gates its stdout pump when
the field is present and reads eagerly otherwise.
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          @spec open() :: {:ok, port()} | {:error, :not_found}


      


Opens the shim binary as a port, framed with {:packet, 4}.
The caller owns the returned port: send it SPAWN/STDIN/EOF/KILL
frames via send_frame/2 and receive {port, {:data, <<tag, payload::binary>>}}
messages for STDOUT/STDERR/EXIT/ERROR frames.

  



  
    
      
    
    
      path()



        
          
        

    

  


  

      

          @spec path() :: {:ok, Path.t()} | {:error, :not_found}


      


Absolute path to the shim binary for the current target.
Returns {:error, :not_found} if no binary has been built or
downloaded yet.

  



    

  
    
      
    
    
      send_frame(port, tag, payload \\ "")



        
          
        

    

  


  

      

          @spec send_frame(port(), non_neg_integer(), iodata()) :: true


      


Sends a tagged frame to the shim port.

  


        

      


  

    
mix compile.forcola_shim 
    



      
Puts a forcola_shim binary into priv/.
Resolution order:
	FORCOLA_BUILD=1 (or true) forces a local cargo build --release from native/forcola_shim. This is the escape hatch
for targets the release workflow does not cover; it raises if
cargo is not on PATH.
	If checksum-forcola_shim.exs exists (it ships in the hex
package and never in the git checkout), the precompiled binary
for the current target is downloaded from GitHub Releases and its
SHA256 verified against that file. A mismatch fails the compile.
	If native/forcola_shim exists and cargo is on PATH (git
checkout, CI), a debug cargo build runs and the binary is
copied into priv/ when stale. This is the development path.
	Otherwise the compile fails with instructions.

The binary is placed in the source priv/ and also synced into the
build priv (Mix.Project.app_path/0 + priv/), where
Forcola.Shim.path/0 and mix release read it. Mix copies a dep's
source priv into the build priv before this compiler runs, so the
sync is what makes a fresh install resolve; see #47.

      




  

    
mix forcola.checksum 
    



      
Generates the checksum file the hex package ships.
Downloads every per-target forcola_shim tarball for the current
mix.exs version from GitHub Releases, computes each SHA256 locally,
and writes checksum-forcola_shim.exs (a map of artifact
name to hex digest).
Run after the release workflow for the tag has finished and before
mix hex.build / mix hex.publish. The file is gitignored; it exists
only in the published package, which is also what switches consumer
compiles onto the download-and-verify path.
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